OBHOBJIEHO 16 MAP

O6énayHada curHannsauusa (BGP)

YcTaHOBMEHHbIN Ha NepuMeTpe ceTeBon MHGPACTPYKTypbl DosGate cnocobeH noaaBuTb
BPEAOHOCHbIV TPadurK A0 0bLLei MPONYCKHON CNOCOOHOCTIN BXOAALLMX KaHaNoB CBSA3M 1
NPOV3BOANTENIbHOCTU JIOKa/IbHOM MHCTaNNAUMn. B cnyvae nepenonHeHnsa BXOAALLMX
KaHanoB CBSA3M UM NOKanbHOro LeHTpa odnctky, FlowCollector moxkeT B aBTOMaTM4eCKOM
pexxnMe nogaTb CUrHam o0 NOAKMOYEHNN GUNLTPALIUN HA BbILLECTOSALLMX ONepaTopoB CBA3N
nnn MSSP (NocTaBLUMKOB YCNyr 3aLUThbl).

FlowCollector peanusyetr mexaH13M 061a4HON CUTHANM3aUMM 3a c4eT nHTerpaumnm ¢ GoBGP.



CeTeBasn UHPPACTPYKTYpa 3aKasumka

FlowCollector
Management
AHanusaTtop ceTeBoro interface

Tpaduka

Port Mirroring nnu Flow

MapwpyTusarop

BGP adv ans npedukca nop atakomn
(cTapT aKTMBaLMM OUNCTKN)

CeTeBas nHdpacTpyKTypa onepartopa cessv unn MSSP

MapuwpyTusarop

LleHTp ouncTku

Mpedukebl He Noa aTakoin

MpeduKcbl Nog, atakomn

MapuwpyTusartop
bgp adv ((0)) BGP Speaker

HacTtpoika curHanusauuu no BGP

FlowCollector Ha 0CHOBaHMM HaCTPOEHHbIX 06BEKTOB 3aLLMNTbl aBTOMATUYeCKN onpeaenseT
Hayano n KOHeL, CeTeBOM aHOMaruK, a TaKxe npePpuKcbl HaxoasLLMecs Nof aTakom, KoTopble
OH HanpaBWT Ha BbILLECTOALLMX OnepaTopos cBA3N unn MSSP.



YctaHoBute GoBGP

sudo apt install gobgpd=3.19.0

Axktnsupyinte GoBGP Ha FlowCollector B ¢painne
analyzer.yaml

Mpwn getekuunm ceteBon aHomanum (DDoS-aTtakn) - 6yayT akTUBUPOBATLCSA NOAUTUKN
yKasaHHble B GOBGP

gobgp:
enable: true

host: localhost

port: 50051

KoH¢urypauusa nonuTmK MapLipytmsauum

sudo nano /etc/gobgpd.conf

3ameHuTe B NpuMepe KoHbUrypauum cnegytoLime gaHHble:
e 192.0.100.103 -IP-agpec FlowCollector

e 192.0.100.101 -IP nepsoro BGP cocepa

e 192.0.100.102 -IP BTOporo BGP cocena

e 65003 -AS FlowCollector

e 65001 n 65002 - AS BGP cocenen

e 192.0.1.101 - nexthop gns nepsoro BGP cocepa

e 192.0.1.102 - nexthop gnsa sroporo BGP cocepa

[global.config]
as = 65003
router-id = "192.0.100.103"
port = 179

[global.apply-policy.config]



export-policy-list = ["first-export-policy", "second-export-policy"]

[[neighbors]]
[neighbors.config]
neighbor-address = "192.0.100.101"
peer-as = 65001
[neighbors.ebgp-multihop.config]
enabled = true

[[neighbors.afi-safis]]
[neighbors.afi-safis.config]

afi-safi-name = "ipv4-unicast"

[neighbors.transport.config]
local-address = "192.0.100.103"

[neighbors.apply-policy.config]

default-import-policy = "reject-route"
default-export-policy = "reject-route"
[[neighbors]]

[neighbors.config]
neighbor-address = "192.0.100.102"
peer-as = 65002
[neighbors.ebgp-multihop.config]
enabled = true

[[neighbors.afi-safis]]
[neighbors.afi-safis.config]
afi-safi-name = "ipv4-unicast"

[neighbors. transport.config]
local-address = "192.0.100.103"

[neighbors.apply-policy.config]
default-import-policy = "reject-route"
default-export-policy = "reject-route"

[[defined-sets.neighbor-sets]]
neighbor-set-name = "first-neighbor"
neighbor-info-1list = ["192.0.100.101"]

[[defined-sets.neighbor-sets]]
neighbor-set-name = "second-neighbor"
neighbor-info-1list = ["192.0.100.102"]

[[defined-sets.prefix-sets]]
prefix-set-name = "allowed-prefixes"
[[defined-sets.prefix-sets.prefix-1list]]

ip-prefix = "0.0.0.0/0"
masklength-range = "25..32"

[[policy-definitions]]



name = "first-export-policy"
[[policy-definitions.statements]]
name = "first-statement"
[policy-definitions.statements.conditions.match-prefix-set]
prefix-set = "allowed-prefixes"
[policy-definitions.statements.conditions.match-neighbor-set]
neighbor-set = "first-neighbor"
[policy-definitions.statements.actions]
route-disposition = "accept-route"
[policy-definitions.statements.actions.bgp-actions]
set-next-hop = "192.0.1.101"

[[policy-definitions]]
name = "second-export-policy"
[[policy-definitions.statements]]
name = "second-statement"
[policy-definitions.statements.conditions.match-prefix-set]
prefix-set = "allowed-prefixes"
[policy-definitions.statements.conditions.match-neighbor-set]
neighbor-set = "second-neighbor"
[policy-definitions.statements.actions]
route-disposition = "accept-route"
[policy-definitions.statements.actions.bgp-actions]
set-next-hop = "192.0.1.102"

MNepesanyctute GoBGP

Mepe3anycTuTe cepBuC, ybeamTecb YTO 3anycTUICS AeMOH

sudo systemctl enable --now gobgpd
sudo service gobgpd restart
sudo service gobgpd status

Nepe3anyctute FlowCollector

Mepe3anyck cepBrca Hy>XXeH Asi NPUMEHeHNst U3MeHeHUI K analyzer.yaml

sudo service analyzer restart
sudo service analyzer status

[MpoBepbTe akTUBHbIe BGP-ceccuun



KomaHaa nokaxeT BGP-cocenen 1 cTaTyc Kakaom ceccumn. Ecnm BCE HaCTPOEHO - BCe ceccumn
AOKHbI 6bITh ycneLHo yctaHoBneHbl ("Established")

sudo gobgp nei



