OBHOBJIEHO 16 MAP

YctaHoBka 1O DosGate Ha PE[/l OC 7.3

1. Moarotoska onepaLMoOHHON CUCTEMDI

1.1 YcTaHOBKa o6HoBneHun OC

[Onsa obHoBneHns PEL OC Heobx0AMMO BbINONHUTL CriefytoLne KOMaHAabI:

sudo dnf update

sudo dnf upgrade

1.2 NMNoakno4eHne peno3ntTopua Servicepipe

MoAKN4YNTL peno3nTopuin Servicepipe BO3SMOXXHO ABYMS crnocobamu: yepes CKpUNT nunu
BPYYHY0. N8 NOAKAOYEHNSA K peno3nToputo NoTpebytoTcs NOrMH 1 Naponb. TN yYeTHble
AaHHble NpefoCTaBNATCA MHONBUAYANbHO O KaXA0ro 3akas4dunka. MNonyymtb nx
BO3MOXXHO 3arnpocuB y BeHAopa (Servicepipe nnn napTHEpA).

MoaknioyeHne c NOMOLLbIO CKpunTa

BbinonHNTL cKpunT onAa aBTOMaTU4ecKom HaCTpOIZKI/I penosnTopud:

curl -o "./setup-repo.sh" "https://public-repo.svcp.io/setup_script/setup-
repo.sh" && \

sudo chmod +x "./setup-repo.sh" && \

sudo ./setup-repo.sh

Mpwv 3anycke ckpunTa NoTpebyeTcs BBECTU JIOFMH 1 Naporib. Mocne BBOAA YUYETHbIX AaHHbIX
CKPWNT BbIMOHUT BCe HeobxoanMble AeCTBUSA aBTOMaTMYecku. B cnyyae HeKoppeKTHoW
paboTbl CKpMNTa PpeKOMEHAYETCS NCMOMb30BaTb METO/, PYYHOW HAaCTPOWMKN PEeNno3nTopus.



1.3 HacTpoiika ceTeBbiX UHTEepdpencon

BHecTn HeobxoanMble U3MeHeHUs B ceTeBble NHTepdencbl B COOTBETCTBUM C TeKYyLLel
ceTeBOW apxmUTeKTypon komnaHuu. Mpu Outline-nHctannaumm obs3aTenbHO HaCTPOUTb
VLAN'bI.

Ong Inline-nHcTtannauumn Heob6xoaMMO UCNOb30BaTb MWHMYM [Ba (I)I/I3VI‘-IeCKI/IX nopTa Angd
nepenayn OaHHbIX 1 OOVH NOPT AJ1A ynpaBlieHUA.

Ans Outline-nHcTannsaumm Tpebyetcd MUHUMYM OAUH GU3MYECKUI NOPT ANa nepefayu
AaHHbIX 1 OANH MOpPT ANA ynpasneHnsa (mgmt).

NMpumeyaHue
Mpu ncnonb3oBaHUK ceTeBbIx KapT Intel ¢ gpanBepom ixgbe pekoMeHayeTCs OrpaHUYnTb
KOJ1-BO MOTOKOB A0 24:

ethtool -L ethl combined 24

e https://www.spinics.net/lists/netdev/msg439438.html

Mpwn ncnonb3osaHny ceTeBbix KapT Mellanox, B HacTpokax annapaTHbIX MHTepdencos,
Ha KoTopbIix byaeT pabotatb DosGate, pekoMeHAyeTCs yKa3aTb HACTPOWKY tune_xdp =
1 . Heobxoammo oTKpbITb AN5A pepgakTnposaHus dainn /etc/network/interfaces.
BcTaBuTb CnefytoLLyto CTPOKY:

tune_xdp = 1

1.4 lNepe3arpy3ka cepBepa

Mepe3arpy3ntb cepBep, BbIMOMHUB KOMaHAY:

sudo reboot

2. YctaHoBKa DosGate


https://www.spinics.net/lists/netdev/msg439438.html

[ns yctaHoBKM DosGate criegyeT BbINOMHUTL CleaytoLine geicTBus:

e YCTaHOBUTb HeobxoanMble BUBNNOTEKW, BbINOSHUB KOMaHAy:

sudo dnf update && sudo dnf install -y clang glibc glibc-devel.i686 libbpf-
0.5.0-1.e18 1libbpf-0.5.0-1.el18 libbpf-devel-0.5.0-1.e18.x86_64

e YctaHoBUTb DosGate, BbINONHUB KOMaHAy:

sudo dnf install -y libdt-1.2.0.1-1.el7 libaevent-0.1.1.3-1.el7 dosgate-
3.2.3.1-1.el7

2.1 HacTpoiika KoHdUrypauum

Bce napameTpbl paboTbl Dosgate 3apatoTca B €4UHOM KOHPUTypaunoHHoOM darine
dosgate.conf . KoHpurypaumoHHbin dann Haxoantcs no nytu /etc/dosgate.conf. Ero
HacTponka obsa3aTtenbHa nepes nepBbiM 3aMyCKOM NPOrpaMMHOro obecneyeHums.

e [1na pocTyna K KOMaHAaM yrnpaBfieHUsi NPOU3BOAMTCS ayTeHTUPUKaLMS no SSH.

e Bce ¢yHKUMNM 1O nCnonb3yoTcsa 3a cHeT B3aMMOAENCTBUSA C KOMaHaonm: dgctl

KoHdurypaunoHHbin pain HanucaH B popmate YAML 1 cogepxuTt cnegyroLime 610Ku:
e socket_conf
e arena_conf

e collectd
MoapobHee o kaxaom 6510ke ONMCaHO B CieayoLMX pasgenax.

Mpun koHbUrypupoBaHum danna dosgate.conf cnegyet ncnonb3oBaTb TONbKO Npobensl;
Tabynaumsa HegonycTuma. Npur 3anonHeHnUK KoHbUrypaumoHHoro ¢anna dosgate.conf, gns
BaNMOALNN KOPPEKTHOCTM cuHTakcmca YAML, JonycTMMo NCnonb3oBaTh CanT
https://www.yamllint.com.

2.1.1 bnok socket_conf

Bnok socket_conf cpa3y nocsie yCTaHOBKMN MMeeT 3HaYeHUs no ymon4vaHuo. OH HacTpoeH Ans
ncnonb3oBaHus n pabotbl ¢ CLL

Mpumep KoHPUrypauunu:


https://www.yamllint.com/

sockets:
- url: /run/dosgate/api.socket
user: nowhere
group: www-data

mode: 0660
acl: any
type: SCGI

- url: /run/dosgate/fapi.socket
user: nowhere
group: www-data
mode: 0660
acl: any
type: FCGI
timeout:
send: 10
idle: 10

- url: /run/dosgate/crlf.socket
user: nowhere:www-data
mode: 0660
acl: any
type: CRLF
timeout:
idle: 10
send: 10

- url: /run/dosgate/cli.socket
user: root:dosgate
mode: 0660
acl: any
type: CLI
timeout:
idle: 10
send: 10

OnucaHune 6noka
URL
URL gns coketoB nmeet popmat family://address , rae:

family — Tn cokeTa, KOTOPbLIA MOXeT NPUHUMaTb CreaytoLLme 3Ha4YeHUS:

e unix — UNIX-cokeT, ncnonbsyembii Ha ¢aioBon cncteMe cepeepa. B kavectse agpeca
YKa3blBaeTCsH MOJIHbIN MYTb K COKETY.

e tcp — TCP-cokeT. Agpec ykasbiBaeTca B popmarte host:port wnm :port . Ecnm ykasaH
TOJIbKO MOPT ( :port ), COKeT byaeT NpocnyLLMBaTh BCe JOCTYMNHble agpeca ( 0.0.0.0



manm :: ).
OnpedesieHUe muna cokema no cmpoke adpeca

Ecnm family He yka3aHo B URL, Tun cokeTa onpepensercs aBToMmatnyecky no ¢opmary
CTPOKW apgpeca:

e Ecnm cTpoka HaumHaeTcs ¢ / , npegnonaraercs, 4to 31o UNIX-cokeT (family = unix).

e ECn CTpOKa copoepXxnt cMMBON : , Npegnonaraetcsd, 4to 3to TCP-cokeT (family = tcp).

User
Nmsa nonb3osaTtens ana UNIX-cokeToB. ECNM yKa3aHHbIM Mofib30BaTeNb OTCYTCTBYET, COKET
OyoeT NCNoNb30BaThb YYETHYIO 3aMMCb NOSb30BaTeNs, OT MMEHN KOTOPOro BbIMOMNHAETCH
npouwecc (Mo yMon4aHuio root).

Group

pynna ana UNIX-cokeToB. Ecnn ykasaHHasa rpynna oTCcyTCTBYeT, UCMONb3yeTcs NepBUYHas
rpynna nonb3oBaTens, No4 KOTOPbIM BbIMOMHAETCA NpoLecc (N0 yMon4YaHuio root).

Mode

Pexxum poctyna ans UNIX-cokeToB, 3agaeTtcsa B dopmaTe, aHafnorMyHOM KoMaHae chmod .
ACL

Cnncok koHTpons goctyna (Access Control List). Mepeuncnatorca Yepes 3ansaTyto

pa3spelleHHble target (Hanpumep: profile , router , arena, mark , pset ), 3HauyeHwue
any - pa3pelaeT 4OCTYNn KO BCEM HacCTAM CUCTEMBbI.

Type

Tun npoTokona/avanekrta Ansa coketa:

FCGI - FastCGI npoTokon, NoMHbIN SuaneKkT

SCGI - SCGI npoTokon, MNOoMHbIN AnanexkT

CRLF - raw npoTOKO/1, NOJIHbIN AUaneKT

CLI - raw npotokon, gnanekT CLI

RAW - npoTOKO, NpX KOTOPOM 3arnpoc 3akaH4mBaeTcs nnbo nocnenosatenbHocTbio CRLF,
nnbo 3aKpbITMEM COKeTa B CTOPOHY cepBepa. OTBeT Takxke 3aBepluaetcs CRLF nnun
OKOHYaTeNbHbIM 3aKpPbITYEM COKeTa.



Ocob6eHHoCcmb 0ns CLI:

Ins otnpaBku 3anpocoB Yepe3 CLI gomkeH 6bITb HACTPOeH XOTsi 6bl OAMH COKET C TUMOM
CLI, c family UNIX n agpecom /run/dosgate/cli.socket

Timeout

O6LWNIA NUMUT BPEMEHH, B TEYEHME KOTOPOTrO COKET OXMAAET 3aBepLLEHNs onepauun.
YKa3blBaeTcsi B ceKyHAax. MNpu oTCYyTCTBMM YCTAaHOBIEHHOMO TaliMayTa COKET NPOAosIKaeT
OXMJaHVe 3aBepLUeHUst onepaLmin NN oCcTaeTcs B COCTOsIHUM 6e3aelicTBUS 6e3
OrpaHNYyeHunsi No BPEMEHWN.

e idle - Bpems, B TeueHMe KOTOPOro COKET MOXKET OCTaBaTbCs 6e34eNCTBYIOLMM
(HeakTUBHbIM) Nepepn TeM, Kak byaeT pa3opBaHO coeguHeHMe UNu NpeanpuHATLI Apyrue
oencreug.

e send - BpeMsi, OTBE,EHHOE Ha OTMNPAaBKY AaHHbIX Yepe3 COKeT. Ecnn JaHHble He yaaeTcs
OTNPaBUTb B TEYEHNE YKAa3aHHOIr0 BpEMEHM, onepaums byaeT npepBaHa.

2.1.2 bnok arena_conf

OcHoBHoW 610K kOHPUrypaumm DosGate. JaHHbIM 610K HE MMeeT 3Ha4YeHNN NO YMONYaHUIO
n TpebyeT 06513aTeNIbHON HAaCTPOKM.

Mpumep KoHPUrypauum:

arenas:
- name: first
id: 1
nets:
- rx:
name: ensifo
mode: vlan
vid: 50
tx:
name: ensifo
mac: 00:cc:34:47:a8:44
mode: swap
vid: 51

name: ensifo
mode: vlan
vid: 62
tx:
name: ensifo
mac: 00:cc:34:4a:88:30
mode: swap
vid: 63



name: ens3f0O
mode: vlan
vid: 54
tx:
name: ens3f0O
mac: 00:cc:34:4a:88:30
mode: swap
vid: 55
name: ens3f0O
mode: vlan
vid: 58
tx:
name: ens3f0O
mac: 00:cc:34:47:a8:44

mode: swap
vid: 59

OnucaHune 6noka:
Arenas - Habop ceTeBbIX nHTepdencoB 1 HacTpoek 06paboTkm 1 Bo3BpaTa Tpaduka.
Name - YH1KanbHOe nMA apeHbl.
Id - YHukanbHbin Id apeHbl (o653aTteneH ¢ 3.2.2-5).
Name (nets) - Vimsa ceTeBoro nHtepdenca, kak nokasbiBaet ip link. O6a3atenbHoe none.
MAC - MAC-agpec. MoxeT 6bITb 3anncaH B 04HOM U3 cieaytomx GopMaToB:
XX XX XX XX XX XX M XX =XX=XX=-XX=XX=-XX niam XXXX . XXXX . XXXX
Foe X -wecTtHaguaTepnyHas unopa.
VID - VLAN id. Yucno ot 0 go 4095, roe 0 o3HavaeT oTCyTCTBUE Tera.

Protocol - NMpotokon VLAN. Jln6o hex-uncno B popmate 0x0000, nMb60 MHEMOHMYecKoe
3Ha4veHue:

Tar 3HayeHune
802.1q, 80219, q 0x8100
802.1ad, 8021ad, ad 0x88A8
802.1ah, 8021ah, ah Ox88E7

g-in-qg, qq, qing 0x9100



Tar 3HayeHue
g-in-q1, qg2, qing2 | 0x9200
g-in-g3, qg3, ging3  0x9300

RX block - OnucbiBaet cnocob o6paboTkm Bxogswero Tpaduka. [JomkeH NnpucyTCTBOBaTb
BCerga.

- rX:
name: ensb5
inline: true
mode: transparent
tx-policy: lacp

Ecnu e 61oke ykaszaH MAC-adpec, mo obpabameleaemcss mosieko mpaguk ¢ smum destination
address.

inline - NHTepdelic paboTaeT B inline-pexunme, To eCTb OH HEBUAUM ANS APYTUX XOCTOB B
ceTn. ARP-3anpochl, LLUnpoKoBeLaTenbHble 3anpocbl, STP/GVRP/etc He nepepatotca B OC.
Ecnu onumsa He ykasaHa, To nHTepdeinc nepecbinaet atoT Tpadumk B OC.

mode - Pexum o6paboTky BxoasLero Tpaduka:

e vlan - obpabaTbiBaeTcsi TONbKO TpaduK B yKazaHHOM VLAN, ocTanbHOM NponycKaeTcs
B OC. Ecnm VID = 0 unu He ykasaH, 06pabaTtbiBaeTcs TONIbKO HETEermpoBaHHbIN TPaduK.

e transparent -ob6pabatbiBaeTtcs Tpaduk Bo Bcex VLAN + HeTermpoBaHHbIN.
Mcnonb3yeTcsi Mo yMOTYaHWIO.

swap - YKa3blBaeT, Hy>KHO N1 MeHsATb MAC-agpeca Bo ¢ppeiime npu oTnpaBske.

Ecnn ykasaHo false wnam O, TO agpeca He MeHAOTCA. Ecnn yka3aHo true , 1 wnu
3HayeHVe He yKa3aHo , TO apeca MeHSAITCS.

tx-policy -ynpaBnset 06paboTkon creayoLmx KnaccoB Tpadumka:
e lacp — meaneHHbIn npoTokon LACP.
e 11m — IEEE802.1 Link-local multicast, npegHa3HayeHHasa gnsa 01:80:C2:00:00:x.
e multicast -Jlio6on L2 multicast, kpome link-local.

e unknown -unhandled ethertypes.



Hanpumep, ecnu napametp LACP otcyTtcTtByeT, To LACP 6ynet nepenaH B OC DosGate, a He B
TX-nHTepdeinc.

TX block - OnucbiBaeT nonuTnKy 06paboTkn Tpaduka, KOTOPbIV AOMKEH OblTb NepecnaH B
COOTBETCTBMM C OKOHYaHMeM 06paboTKu npasunamm unmn cpabatbiBaHnm gencrsms ACCEPT.
Ecnu He ykasaH, To konupyeTcsa n3 61oka RX, a oTCyTCTBYOLLME B HEM NapamMeTpbl
MPUHMMAIOT 3HAYEHUSA MO YMOTHAHMIO.

- tx:
name: ens4
mac: fa:16:3e:56:32:6a
swap: false

Ecnu e 610ke ykazaH MAC-adpec, mo mpaguk nepeceliaemcsi Ha He20. B npomueHoM c/iy4ae OH
omnpaesisemcs Ha mom aopec, ¢ Komopo2o bl Nosy4YeH

Mode - Pexum 06paboTkum ncxogsaiero tpaduka:

e swap - MeHsieTcsl nocnefHui B cteke Ter VLAN, nnu nobasnsercs ecnm tpadumk
HeTernpoBaHHbI. Eciiv VID OTCyTCTBYET, TO NMAKET He MEHSIeTCs, ec/iv paBeH 0, To
BEPXHUI TEr CHUMAETCS NPY HAMYUK. VICnosb3yeTcst No YMOYaHuio.

e push - HoOBbIN Ter gobaenserca 6e3ycoBHO, Aaxe ec/In NocegHUI 6bi1 TOYHO TaKnUM
xe. Ecnm VID = 0 unu oTcyTCTBYeT, TO HUYero He gobasnsercs.

cos - Knacc cepBuca B TermpoBaHHbIX nakeTax. Yucno ot 0 go 7.

Reply block - OnucbiBaeT nonuTtnky 06paboTku Tpaduka, KOTOpbI A0/MKeH ObiTb NepecsiaH B
COOTBETCTBMY C NPaBUIaMu, KOTOpble reHepupytoT COBCTBEHHbIV Tpaduk B OTBET Ha
BXOASALLMIA MAKeT.

tx:
name: ensb5
swap: false
reply:
name: ens4
swap: true



e Ecnm reply He ykasaH, TO aBTOMaTu4ecku konupyetcs u3 TX block. DopmaT NONHOCTbIO
cooTBeTCcTBYEeT dopmaTy TX block.

2.1.3 bnok collectd

collectd:
hostname: dosgate
period: 10

e hostname - wuM$ XoCTa, KOTOpbIA ByaeT NCNOob30BaTbCA AN UMEHOBAHNSA MeTpUK. Ecnun
Bbl ycTaHaBNnBaeTe DosGate B knacTepe, Ha3BaHMe AOMKHO OblTb YHMKANbHO A4S
Kaxkgon nnatdopmbl. IMeHHO nog, 3TuM nmeHem byayT oTobpaxkaTtbecs rpadumkm no
cepBepaM B obLLel cTaTucTnke. Takxe € 3STUM UMeHeM 3anncbiBaloTCA METPUKN
OTHOCUTESNIbHO cepBepa.

e period -4acToTa 3anucu meTpuk B collectd.

2.1.4 NMpumepbl KOHPUrypaumoHHoro ¢aina dosgate.conf

Mpumep outline nHctanauum ¢ VLAN swap 1 Bo3BpaToM Tpadurka B TOM-Xe nHtepderice

sockets:
- url: /run/dosgate/api.socket
user: nowhere
group: www-data

mode: 0660
acl: any
type: SCGI

- url: /run/dosgate/fapi.socket
user: nowhere
group: www-data
mode: 0660
acl: any
type: FCGI
timeout:
send: 10
idle: 10

- url: /run/dosgate/crlf.socket
user: nowhere:www-data
mode: 0660
acl: any
type: CRLF
timeout:
idle: 10



send: 10

- url: /run/dosgate/cli.socket

user:
mode:
acl: any
type: CLI
timeout:
idle: 10
send: 10

0660

arenas:
name:
id: 1
nets:
rx:
name:
mode:
vid:
tx:
name:
mac :
mode:
vid:
rx:
name:
mode:
vid:
collectd:
hostname: dos
period: 10

first

Mpumep inline nHcTannauum ¢ Bo3spaToM Tpadurka B opyrom nHtepdernce, n obpaTHbIM

root:dosgate

ens1ifo
vlan
50

ens1fo
00:cc:34:47:a8:44
swap
51

ensifo
vlan

62

gate

Tpadmkom Yyepes DosGate

sockets:
- url: /run/d
user: nginx

group: ngin
mode: 0660
acl: any
type: SCGI
- url: /run/d
user: nginx
group: ngin
mode: 0660
acl: any
type: FCGI

timeout:

osgate/api.socket

X

osgate/fapi.socket

X



send: 120
idle: 120

- url: /run/dosgate/crlf.socket
user: nginx
group: nginx
mode: 0660
acl: any
type: CRLF
timeout:
idle: 10
send: 10

- url: /run/dosgate/cli.socket
user: nginx
group: nginx
mode: 0660
acl: any
type: CLI
timeout:
idle: 10
send: 10

arenas:
- name: first
id: 1
nets:
- rx:
name: enp4s0fOnpoO
inline: true
mode: transparent
tx:
name: enp4sO0finpl
swap: false
reply:
name: enp4s0fOnpoO
swap: true
- name: output
id: 2
nets:
- rx:
name: enp4sO0finpl
inline: true
mode: transparent
tx:
name: enp4s0fOnpoO
swap: false

collectd:
hostname: dosgate
period: 10



Mpumep inline nHcTannsauumn ¢ Bo3spaToM Tpadurka B Apyrom nHtepdernce, n obpaTHbIM
Tpadumkom vepes DoSGate ¢ LACP

sockets:
- url: /run/dosgate/api.socket
user: nginx
group: nginx

mode: 0660
acl: any
type: SCGI

- url: /run/dosgate/fapi.socket
user: nginx
group: nginx
mode: 0660
acl: any
type: FCGI
timeout:
send: 120
idle: 120

- url: /run/dosgate/crlf.socket
user: nginx
group: nginx
mode: 0660
acl: any
type: CRLF
timeout:
idle: 10
send: 10

- url: /run/dosgate/cli.socket
user: nginx
group: nginx
mode: 0660
acl: any
type: CLI
timeout:
idle: 10
send: 10

arenas:
- name: first
id: 1
nets:
- rx:
name: enpl36s0f0O
mode: transparent
inline: true
tx-policy: lacp
tx:
name: enpl36s0fi1



swap: false
reply:
name: enpl36s0f0O
swap: true
- rx:
name: enpl38s0f0O
mode: transparent
inline: true
tx-policy: lacp
tx:
name: enpl38s0fil
swap: false
reply:
name: enpl38s0f0O
swap: true
- name: output
id: 2
nets:
- rx:
name: enpl36s0fl
mode: transparent
inline: true
tx-policy: lacp
tx:
name: enpl36s0f0O
swap: false
- rx:
name: enpl38s0fil
mode: transparent
inline: true
tx-policy: lacp
tx:
name: enpl38s0f0O
swap: false

collectd:

hostname: dosgate
period: 10

2.2 OpHoKpaTHbIX 3anyck DosGate

OpHoOKpaTHbIN 3anyck DosGate BbINONHAETCS C Lienblo NPOBEPKN KOPPEKTHOCTU 3aMoNHeHUs
KoHbUrypaumoHHoro daina 1 oTcyTCTBUS OLLIMOOK. BbINONHUTL ClieaytoLLyo KOMaHay:

dosgate -0 -1 err



roe:
e 0 — pexuMm OAHOKPATHOro 3anycka (one-shot mode);

e 1 err — napameTp, 3a4al0LLMI YPOBEHb IOMMPOBaHNS.

OnucaHve ypoBHei N0rMpoBaHnA:

YpoBeHb OnwvcaHue

OTtnagoyHas nHpopmaums.

debug MogpobHble cBeaeHWS 0 AeNCTBUSX NPoLLecca, BKNOYas CUCTeMHble 1 61MbnnoTeyHble
BbI30BbI.

info CranpapTtHasa nHdopmaumsa o paboTe npouecca.
Coobuaet, Hanpumep, 06 OTKpPbITUKX Painnos H6e3 geTanen 0 BHyTPEHHUX BbI3OBaX.

warn MpeaynpexaeHus o HapyLLeHUsAX HopMalbHOM paboTbl npouecca
6e3 ero ocTaHOBKM

err OwmnbKmM, NprBOASLLME K HAPYLLEHWIO HOPManbHOM paboTbl 06beKTa.

. Kputndeckne cntyaumn,
crit P yau

yrpoxawwine CTabuNbHOCTU CUCTEMBI.

2.3 llorupoBaHue pa60oTbl cepBucoB dosgate u
dosgate-uh

Cepsucbl dosgate n dosgate-uh ocyLeCcTBASIOT NOrMposaHme paboTbl CUCTEMbI B
3aBMCMMOCTU OT BbIGpaHHOIo pexunma. JlormpoBaHue Begetcs B service log n JOCTynHO ons
NPOCMOTPA C NCMOJSIb30BaHMEM KOMaHS;

sudo journalctl -xefu dosgate

sudo journalctl -xefu dosgate-uh

MoAfepXXnBaTCA TPY PEXIMMa IOrMPOBaAHNS:

debug - getannsnpoBaHHOe NornpoBaHne, GUKCUPYIOTCA MPAKTUYECKN BCe AeNCTBUS
CUCTeMbI, BKOUasi 06paboTKy KaXKAoro ceTeBOro rnakera.

error - 3anncb TOSIbKO COOOLLEHNIN 06 oLLINOKaX.

crit - 3anNnCb TONTbKO KPUTUYECKNX OLLINOOK.

CopeprkaHue NI0roB 3aBUCUT OT BbIBPaHHOrO pexnmMa. 19 MUHUMW3aLMK HarpysKn Ha
CUCTEMY PEKOMEHYETCS NCMOJSIb30BaTb PEXNM Crit 1 KOHTPONMPOBATb COCTOSIHNE CepBUCa.



2.4 HacTpo#ika poTtaluu noros

OTkpbITb dann /etc/systemd/journald.conf:

sudo nano /etc/systemd/journald.conf

PaCKOMMeHTMpOBaﬂ>M3aﬂaTbHapaMeTpHZ

SystemMaxUse=500M
RuntimeMaxUse=200M
MaxRetentionSec=1day

Mepe3anycTuTb Cyxoy:

sudo systemctl restart systemd-journald

OTkpbITb dann /etc/logrotate.d/rsyslog:

sudo nano /etc/logrotate.d/rsyslog

PekoMeHayemasi KOHUrypauus:

/var/log/syslog
/var/log/mail.info
/var/log/mail.warn
/var/log/mail.err
/var/log/mail.log
/var/log/daemon. log
/var/log/kern.log
/var/log/auth.log
/var/log/user.log
/var/log/lpr.1log
/var/log/cron.log

/var/log/debug
/var/log/messages
{
rotate 2
size 500M
missingok
notifempty

compress



delaycompress

sharedscripts

postrotate
/usr/1lib/rsyslog/rsyslog-rotate

endscript

OTkpbITb dann /etc/mongod.conf:

sudo nano /etc/mongod.conf

YCcTaHOBUTb YpOBeHb NoruposaHunsa 0:

systemLog:
verbosity: 0

Mepe3anycTuTb CNyxoy:

sudo systemctl restart mongod

OTkpbiTb dann /etc/clickhouse-server/config.xmil:

sudo nano /etc/clickhouse-server/config.xml

YCTaHOBWTb YPOBEHb JIOrMpPOBaHUs information

<level>information</level>

Mepe3anycTuTb Cnyxoy:

sudo systemctl restart clickhouse-server

3. HacTponka UHCTPYMEHTOB BM3yanu3aLuumu



Mpouecc BknoYyaeT ABa 3Tana:
1 - YctaHoBKa n koHourypaums collectd ans cbopa aHanUTUKM U MeTPUK.

Collectd — 370 cuCTEeMHbIN AeMOH, NpefHa3HadYeHHbIV Ana cbopa MeTpuK
nNpon3BoAaUTENnbHOCTU 1 pecypcoB. Collectd MoxeT cobupaTb 1 arpermpoBaTb AaHHblE B
peanbHOM BpeMeHW, OTMPaBAAS UX B CUCTEMY MOHUTOPWHIa ANS AafbHENLLero aHanmsa un
BM3yanu3auuu.

Collectd HacTpanBaeTcs ona cbopa nokasaTtenu apeHbl: BPS (buT B cekyHay), PPS (nakeTtoB
B CeKyHay), B paMmkax meTpuk DosGate: ACCEPT , PASS , DROP , ERROR , PASS_UH , REPLY,
a TaKXXe B paMKax MeTOK CTaTUCTUKN NPU NCMOb30BaHNM KOMaHabl -j STATS .

2 - YcTaHOBKa M HacTpoWKa NlokanbHoro Graphite nnm nHterpauns sHewHero Graphite ¢
collectd.

Mocne koHburypauum collectd HacTpanBaeTcs cucTemMa BU3lyanusaumu. BapuaHTbl
BKJIIOYAIOT pa3BepTbiBaHMe OKaNbHOro sksemnnsapa Graphite ans xpaHeHus un
oTobpaXkeHNs MeTPUK UM HacTporKy collectd ona nepepaym cobpaHHbIX AAHHBIX Ha
BHeLwHNI cepsep Graphite.

3.1 YcTaHoBKa collectd

YctaHoBuTb collectd, ncnonbsys KomaHay:

dnf install -y collectd-5.12.0-1.el7

3.1.1 Hactpoiika collectd

[na HacTponkun crnepyeT oTKpbITh dann /etc/collectd.conf. ®ainn gomkeH cogepXatb TONbKO
YKa3aHHylo MHpopMaLuuio:

FQDNLookup true
TypesDB "/usr/share/collectd/types.db"

LoadPlugin logfile
LoadPlugin syslog

<Plugin logfile>
LogLevel "info"
File STDOUT
Timestamp true
PrintSeverity false



</Plugin>

<Plugin syslog>
LogLevel info
</Plugin>

<Include '"/etc/collectd.d">
Filter "*.conf"
</Include>

Hanee, oTkpbITb danin /etc/collectd.d/dosgate.conf. daiin gomkeH cogepxaTb TONbKO
YKa3aHHylo MHpopMaLuuio:

LoadPlugin write_graphite
<Plugin write_graphite>
<Node "localhost">
Host "127.0.0.1" ## 3ameHseTcs Ha agpec BHewHero Graphite npwu

HeobxogumocTun
Port "2003"
Protocol "tcp"
</Node>
</Plugin>

LoadPlugin unixsock

<Plugin unixsock>
SocketFile "/var/run/collectd-unixsock"
SocketPerms "0660"
DeleteSocket false

</Plugin>

TypesDB '"/etc/collectd.d/dosgate-types.db"

Hanee, oTkpbITb daiin /etc/collectd.d/dosgate-types.db. daiin gonxkeH cogepxaTb TONbKO
yKa3aHHyo nHopmaunio:

dgstats packets:COUNTER:0:U bytes:COUNTER:O©:U

3.1.2 3anyck collectd

[na 3anycka collectd Heo6xoanMO BbINOAHUTL CrieaytoLLme Laru:

Mepe3anycTuTb CyXOY, NCNOb3ys KOMaHAY:



sudo systemctl restart collectd

MpoBepPUTb, YTO BCE 3aMyCTUI0Ch KOPPEKTHO, NCMOJIb3Yys KOMaHAY:

sudo systemctl status collectd

BKMOUMTb aBTO3anycK cNyxObl:

sudo systemctl enable collectd

3.1.3 flo6aBneHune collectd B KOHPUrypaumnoHHbIA ¢aiin
DosGate

BHumaHwue!
[aHHbIN NYHKT 3.1.3 nonHoCTbL0 aybnupyet 2.1.3. [lonycTMMO ero NponycTuTb, ecnu
HacTpowka 6noka collectd y)xke nponssogmnacb B nyHkTe 2.1.3.

OTKpbITb KOHOUrYypaLumnoHHbI dann /etc/dosgate.conf. [Jo6aBUTb B HEro criefyoLLyto
nHopmMaLmio:

collectd:

hostname: dosgate
period: 10

e [pu yctaHoBKe DosGate B knactepe, Heobxogumo ybeauTbcs, 4To ero hostname siBnsieTcs
YHUKaNbHbIM ANS NAathopmbl.

3.1.4 BHeceHue nsmeHeHuin B DosGate nocne HacTponku
collectd

Mepe3sarpysntb cnyxoby DoSGate:



sudo systemctl restart dosgate

MpoBepuTb 3aNNCK METPUK, BbINOMHNB KOMaHAY:

sudo systemctl status dosgate

Jlor pomxeH cofepixatb coobuieHwue:

[dg_collectd_sender.c:70, GLOB] Collectd send success

Heo6xoa1Mo M3MeHUTb YPOBEHb SIOFMPOBaHUS, MOCKOSIbKY TeKyLLAs KOHGUrypaums
reHepupyeT N36bITOYHbIE 1 NOAPOBGHbIE 10T, YTO MPUBOANT K Neperpyske Ancka.
PeKoMeHAyeTCsl yCTaHOBUTb YPOBEHb JIOrMPOBAHUS Ha Crit, YTO6bl GUKCUPOBATh TONTbKO
KPUTUNYECKN BaXKHble COObITUS.

OTKPbITb KOHOUTYpaUMOHHbIA ¢aiin dosgate.service , UCNOMb3ys KOMaHAY:

sed -i 's/dosgate -f/dosgate -f -1 crit/'
/usr/lib/systemd/system/dosgate.service

3aMeHUTb CTPOKY ExecStart=dosgate -f Ha ExecStart=dosgate -f -1 crit.

MpumeyaHue

MyTn K systemd-toHMTamM MOTyT OT/INYaTbCHA B 3aBUCUMOCTM OT CUCTEMbI U BEPCUN
nporpaMmmMHoro obecneyeHus. Mepen pefakTMpoBaHWEM NN CO3AAHNEM IOHUTA
ybeamnTech, YTo HYXXHbIN Gainn CyLecTByeT U HanA4eHOo ero ToYHOe PacnosioXKeHue.

YT06bI NPOBEPUTL 3TO, BbINOAHUTE KOMaHAY: sudo systemctl status wma-wHuTa

anIMEHI/ITb N3MHEHEeHN4:

sudo systemctl daemon-reload

3anyctuTb cnyx6by DosGate:



sudo systemctl start dosgate

Ybeauntbcs, 4To CnyXba 3anycTuiacb KOPPEKTHO, BbINMOMHUB KOMaHAY:

sudo systemctl status dosgate

AKTMBMPOBaTb aBTO3arpysky cepsuca DosGate:

systemctl enable dosgate

3.2 YctaHoBKa Graphite

YctaHoBka Graphite Ha PE[], OC He 6blna npoTtecTupoBaHa! PekoMeHAyeTCs BbINOHATb
YCTaHOBKY Ha OTAeNbHOM CcepBepe C onepaunoHHon cnctemon Ubuntu.

Janee npuBefeHa UCTPYKLUMS ANSl YCTAaHOBKM Ha onepaunoHHyto cuctemy Ubuntu

3.2.1 YctaHOBKa Docker

Docker — 310 nnatdopma, KOTopas MOMOraeT 3anyckaTb MPUIOXEHNS B U30/IMPOBAHHbIX
cpefax, Ha3blBaeMbIX KOHTEHepaMn. ST KOHTEHepbl cofep)xaTt BCE Heobxoammoe ans
paboTbl NPUNOXKEHWS, YTO AenaeT ero NpoLue B yCTaHOBKE U 3amnycKe Ha pa3HblX
KOMMblOoTepPax.

JobasuTtb Koy GPG gnsa Docker:

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -o
/etc/apt/keyrings/docker.gpg

M3mMeHnTb npaBa 00CTyMa K K/TK4y:

sudo chmod a+r /etc/apt/keyrings/docker.gpg

[o6asnTb opurumanbHbi penosntopuin Docker B CMNCOK NCTOYHMKOB APT:



echo \
"deb [arch="$(dpkg --print-architecture)" signed-
by=/etc/apt/keyrings/docker.gpg] https://download.docker.com/linux/ubuntu \
"$(. /etc/os-release && echo "$VERSION_CODENAME")" stable" | \
sudo tee /etc/apt/sources.list.d/docker.list > /dev/null

O6HOBUTb CMNCOK NAKETOB U YCTaHOBUTb Docker c nomoLubio caneayrwmx KoMaH4a:

sudo apt update

sudo apt install docker-ce docker-ce-cli containerd.io

[lo6aBuTb Nnonb3osatens B rpynny Docker:

sudo usermod -aG docker $USER

Y6enntbcs, uto Docker ycTaHOBMIEH 1 paboTaeT, 3anyCcTUB CleAyoLLyt0 KOMaHAy:

docker version

MpoBepuTb, YTo CNyb6a Docker 3anyLueHa, C MOMOLLbIO KOMaHAbI:

sudo systemctl status docker

3.2.2 YcTaHOBKa KOHTeMHepa Graphite

Co3paTtb AMpeKTopuun, KoTopble ByayT NCNoNb30BaTbCs KOHTelHepoM Graphite gns
XPaHeHWs AaHHbIX, IOroB, KOHOUIypaLnUn 1 HAaCTPOeK:

sudo mkdir -p /data/graphite/{data,logs, conf,statsd_config}



3.2.3 [lo6aBneHune Graphite B systemd

OTtpepakTtupyinte dann cnyx6bl graphite-docker.service:

sudo nano /etc/systemd/system/graphite-docker.service

BcTaBbTe cnegyloLlee cogepxxumoe B paiin:

[Unit]

Description=Graphite Docker Container
Documentation=https://github.com/graphite-project/docker-graphite-statsd
After=docker.service

Requires=docker.service

[Service]
Type=simple
TimeoutStartSec=0
Restart=on-failure
RestartSec=30s
ExecStartPre=-/usr/bin/docker kill graphite
ExecStartPre=-/usr/bin/docker rm graphite
ExecStartPre=/usr/bin/docker pull graphiteapp/graphite-statsd
ExecStart=/usr/bin/docker run \
--name graphite \
--restart=always \
-p 8080:80 \
-p 2003-2004:2003-2004 \
-p 2023-2024:2023-2024 \
-p 8125:8125/udp \
-p 8126:8126 \
-v /data/graphite/data:/opt/graphite/storage \
-v /data/graphite/conf:/opt/graphite/conf \
-v /data/graphite/statsd_config:/opt/statsd/config \
-v /data/graphite/logs:/var/log \
graphiteapp/graphite-statsd

SyslogIdentifier=graphite
ExecStop=/usr/bin/docker stop graphite

[Install]
WantedBy=multi-user.target

3.2.4 3anyck Graphite

O6HOBUTbL KOHUrypaumio systemd:



sudo systemctl daemon-reload

AKTUBMPOBaTb CNY)KOY A9 aBTO3arnycka:

sudo systemctl enable graphite-docker

3anyck cnyx6bl Graphite:

sudo systemctl start graphite-docker.service

MpoBepUTb CTaTyC CY>KObI, C MTOMOLLbIO KOMaHAb!:

sudo systemctl status graphite-docker.service

3.2.5 HacTtpouka Graphite

Heobxoanmo ycTaHOBUTbL AMana3oH XxpaHeHus Graphite B 10 cekyHA BMecCTO 1 MUHYTbI
(CTaHOapTHOEe 3HaYeHue nocse ycTaHOBKM) Ans 6onee TOUHOM CTaTUCTUKNA.

OTkponTe ¢pann storage-schemas.conf ANA pefakTUpPOBaHUS:

sudo nano /data/graphite/conf/storage-schemas.conf

No6aBnTb cnenyioLLyto KOHGUrypaumio B Hayano daiina nepea ApyrumMm 3annucamu:

[default]
pattern = .*
retentions = 10s:14d, 60s:365d

CoxpaHuTe N3MeHeHUs 1 3aKpoiTe daiin.

3.2.6 lNepesanyck n o4ncTka gaHHbIX



OcTaHoBUTb CNyby Graphite nepen yoaneHnem cTapbixX 4AHHbIX:

sudo systemctl stop graphite-docker

YoanuTb cTapble faHHble U3 nanku dosgate:

sudo rm -rf /data/graphite/data/whisper/dosgate

Mepe3anycTuTb Cny>x6bl Graphite:

sudo systemctl start graphite-docker

3.2.7 dopmart XxpaHeHUa aaHHbIX B Graphite

DosGate nmeeT cneayoLLyto BIOXXEHHOCTb NMPWU XpaHeHUW AaHHbIX B Graphite:
hostname.arena|profile.stats.bytes|packets
hostname - 3agaetcsa B koHdUrypaumoHHom dainne dosgate.conf B 6noke collectd.

arena - 3agaetcsa B KOHOUrypaumoHHom danne dosgate.conf, B 6noke arenas, atpnbyt
name .

profile - Mpodunb 3aLMTbLI,334aBaeMbIN CUCTEMHBIM aAMUHUCTPATOPOM MPU HACTPONKe
DoSGate.

stats - 3710 gelicTBMA, Npoucxoasiime ¢ TpapuKoM, KOTopble 0TO6PaXatoT ero COCTosiHME U
06paboTKy. Bo3MOXXHbIe AeNCTBUS:

drop - Tpaduk cbpoLleH Kak pe3ynbTaTt npaBuia -j DROP .

accept - Tpadumk NpUHAT 1 OTNPaBeH COrNacHoO HacTponkam dosgate.conf, 6e3 cbpoca.

pass - Tpaduk nepenaH onepaLMoOHHON CMCTEMe KaK pe3ynbTaT npaBuna -j PASS .

reply - DosGate oTBeyvaeT Ha NakeT BMeCTO KOHEYHOro noslydaTens. 3T0 NpUMeHsieTcs npu
TCP asTopu3saumun gna nposepku IP-cnyduHra, koraga DosGate otnpasnseT nakeT ¢ ¢aarom

RST unu c HEKOPPEKTHBIM 3HAaYEHMEM Moc/iefoBaTeNIbHOCTU (Sequence) Ans BepudrKaumm
OTNpaBUTENS.



error -[lakeT He obpaboTaH 13-3a HeCOOTBETCTBUSA cTaHAapTam IP RFC nnn notomy, 4to
DosGate He cMOr ero KoppekTHO pa3obpaTtb (Hanpumep, NakeT NOBPeXaeH).

-j STATS name - c6Hop CTaTUCTUKM NO YKa3aHHOM MeTKe. ITO HacTpanBaeTcs
aAMUHUCTPATOPOM Mpu CO34aHNM NpaBua 1 NO3BONAET OTC/IeXNBaTb CTAaTUCTUKY
KOHKpeTHoro npasuna. Hanpumep, npasuno: -m protocol udp -j STATS udp_packets,

-j DROP 6ygeT cbpacbiBaTb BCe nakeTbl UDP 1 cobmpaTtb CTaTUCTUKY NO 3TUM NakeTam 1 nx
obbemy.

bytes - CtaTncTka o6bema AaHHbIX B 6anTax. [1ns nepesoga B 6UTbl yMHOXbTE 3Ha4eHne Ha
8.

packets - CTaTucTVKa KoIMYeCcTBa NepedaHHbIX MaKeToB.

4. YcTtaHOBKa Be6-UHTepdenca

YcTaHoBKa Beb-uHTepdenca Ha PEL OC He nogaepxunsaetcsi! PekomeHayeTcs BbINONHATD
YCTaHOBKY Ha OTAeNIbHOM CepBepe C onepaunoHHon cuctemoin Ubuntu nnm Anbst 8 CI1.

NHCTpyKumna no yctaHoBke Beb-nHTepderica Ha Anbt 8 CI1

Janee npuBefeHa NCTPYKLMS AN YCTAaHOBKU Ha onepauunoHHyto cuctemy Ubuntu

4.1 ApXUTeKTypHble 0CO6eHHOCTHU

Be6-uHtepderic SP-Spider npegHa3sHayeH Ans yrnpoLLeHns 1 aBToMaTu3aunm ynpasneHns
knactepom DosGate, obecneumnBas onepatopaM yoobHbIN AOCTYN K HACTPOMKaM CUCTEMDbI
yepes BM3yanbHbIN NHTepdenc. C ero NOMOLLbIO MOXHO BBOANTb HOBble NPaBuna,
pefakTUpoBaTh CyLLEeCTBYOLME, MPUMEHSTb 3apaHee HaCTPOEHHbIe NMpeceThl, a Takxke
OTCNeXNBaTb COCTOSAHME KNacTepa 1 CTaTUCTUKY PaboTbl B peXunme peanibHOro BpeMeHu.

Beb-nHTepdernic SP-Spider n Hogbl DosGate MoryT 6bITb pa3BepHYTbl B Pa3finYHbIX
APXUTEKTYPHbIX KOHPUTypaLMSaX B 3aBUCUMOCTM OT TpeboBaHMin 3aka34nka. NHTepdeiic
noagepXXuBaeTt annapaTHOe pe3epBrpPOBaHMeE 1 KiacTepusaunio, obecneymsas paboTy B
pexume active-active Ass NOBbILWEHNSA AOCTYNHOCTU U OTKa30yCcTONYMBOCTU. MNoapobHoe
OnncaHme pasnnNyHbIX apXUTEKTYP OOCTYMHO B pa3fene ApXUTEKTYPbl UHCTaNISALNNA.

KoMMnoHeHTbl cucTemMbl
[na paboTbl Be6-MHTepderica NCNonb3yoTCs CneayroLe KOMMOHEHTbI:

e SP-Spider — 370 Beb-uHTEpdeNnc, NnpegHasHavYeHHbIN AN9 YNPaBAeHWs U HAaCTPONKN
nporpammHoro obecrnieyeHns DosGate.


https://docs.onprem.servicepipe.ru/dosgate/install_alt10/#_4-%D1%83%D1%81%D1%82%D0%B0%D0%BD%D0%BE%D0%B2%D0%BA%D0%B0-%D0%B8-%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-%D0%B2%D0%B5%D0%B1-%D0%B8%D0%BD%D1%82%D0%B5%D1%80%D1%84%D0%B5%D0%B9%D1%81%D0%B0
https://docs.onprem.servicepipe.ru/dosgate/arch_installation/

o SP-Spider-Broker - BbicTynaet B ponu 6pokepa cMHXpoHu3auum ana DosGate.

¢ Node.js: Cpena BbinonHeHns ansa Beb-nHTepdernica, obecneymBaroLLas ero OCHOBHYIO
®YHKLUMOHANbHOCTb.

e PostgreSQL: PensiuvoHHasn 6a3a AaHHbIX A5 XPaHEHUS KOHOUTYPALMOHHbIX AAHHbIX U
npasun.

¢ RabbitMQ: bpokep coobLueHunin, obecnevynBaloLLN CUHXPOHM3aLMIO 1 06paboTKy
oyepenen COO6LLEeHNI.

4.2 NHCTpPYKLMUA NO YCTaHOBKE U HACTpoOMnKe
KOMMOHEHTOB

4.2.1 YcTaHOBKa 06HOBNEeHUA onepaLuoHHON CUCTEMDI

BbinonHnTL KOMaHA4y 014 0OHOBEHMS CNXCKA NAKETOB:

sudo apt-get update

O6HOBUTb YCTaHOBJ1IEHHbIE MaKeTbl:

sudo apt-get upgrade

4.2.2 YctaHoBKa Node.js

BbinonHnTb KOMaHAy onsa yctraHoskn NodeJS:

sudo apt install nodejs=18.18.2-1nodesourcel

4.2.3 YctaHoBka PostgreSQL

YctaHoBuTb PostgreSQL n bnbnunoteky ans pabotbl € Hel:



sudo apt install -y libpqg-dev postgresql

4.2.4 Hactpoiika PostgreSQL

OTKpbITb pann KOHPUrypaLmm ANs pefakTUpoBaHUS:

sudo nano /etc/postgresql/14/main/pg_hba.conf

Y6eautbcs, UTo daitn COAepPXXUT 3anunch:

host all all 127.0.0.1/32

MpoBepuTb Hann4me 3anncu KOMaHaoN:

cat /etc/postgresqgl/14/main/pg_hba.conf | grep "host all
127.0.0.1/32 scram-sha-256"

Co3patb 6a3y AaHHbIX 1 NONb30BaTeNs:

sudo -u postgres psql

BbInonHUTL KOMaHAbl B KOHcoNKM PostgreSQL:

CREATE DATABASE dosgate;

CREATE USER dosgate WITH ENCRYPTED PASSWORD 'password';

scram-sha-256

all



GRANT ALL PRIVILEGES ON DATABASE dosgate TO dosgate;

\q

4.2.5 YctaHoBKa RabbitMQ

C03ﬂaTbCKpMHTyCTaHOBKMZ

sudo nano quickrabbitmg.sh

BcTtaBUTb B CKPUNT Crieay oL KOA,:
#!/bin/sh
sudo apt-get install curl gnupg apt-transport-https -y

## Team RabbitMQ's main signing key

curl -1sLf "https://keys.openpgp.org/vks/vi/by-
fingerprint/0A9AF2115F4687BD29803A206B73A36E6026DFCA" | sudo gpg --dearmor |
sudo tee /usr/share/keyrings/com.rabbitmq.team.gpg > /dev/null

## Community mirror of Cloudsmith: modern Erlang repository

curl -1sLf https://ppal.novemberain.com/gpg.E495BB49CC4BBE5B.key | sudo gpg --
dearmor | sudo tee /usr/share/keyrings/rabbitmq.E495BB49CC4BBE5B.gpg >
/dev/null

## Community mirror of Cloudsmith: RabbitMQ repository

curl -1sLf https://ppal.novemberain.com/gpg.9F4587F226208342.key | sudo gpg --
dearmor | sudo tee /usr/share/keyrings/rabbitmq.9F4587F226208342.gpg >
/dev/null

## Add apt repositories maintained by Team RabbitMQ

sudo tee /etc/apt/sources.list.d/rabbitmg.list <<EOF

## Provides modern Erlang/OTP releases

Hit

deb [signed-by=/usr/share/keyrings/rabbitmq.E495BB49CC4BBES5B.gpg]
https://ppal.novemberain.com/rabbitmg/rabbitmg-erlang/deb/ubuntu jammy main
deb-src [signed-by=/usr/share/keyrings/rabbitmq.E495BB49CC4BBES5SB. gpg]
https://ppal.novemberain.com/rabbitmqg/rabbitmg-erlang/deb/ubuntu jammy main

## Provides RabbitMQ

##

deb [signed-by=/usr/share/keyrings/rabbitmq.9F4587F226208342.9pg]
https://ppal.novemberain.com/rabbitmq/rabbitmqg-server/deb/ubuntu jammy main
deb-src [signed-by=/usr/share/keyrings/rabbitmqg.9F4587F226208342.9pg]



https://ppal.novemberain.com/rabbitmq/rabbitmqg-server/deb/ubuntu jammy main
EOF

## Update package indices
sudo apt-get update -y
## Install Erlang packages
sudo apt-get install -y erlang-base \
erlang-asnl erlang-crypto erlang-eldap erlang-ftp
erlang-inets \
erlang-mnesia erlang-os-mon erlang-parsetools erlang-
public-key \
erlang-runtime-tools erlang-snmp erlang-ssl \
erlang-syntax-tools erlang-tftp erlang-tools erlang-
xmerl

## Install rabbitmqg-server and its dependencies
sudo apt-get install rabbitmg-server -y --fix-missing

CoxpaHnTb 1 3aKpbITb darn. 3anyCcTUTb CKPUNT 418 yCTaHOBKM RabbitMQ:

sudo bash quickrabbitmq.sh

4.2.6 Hactpouka RabbitMQ

Co3paTtb nonb3oBaTtensa RabbitMQ:

sudo rabbitmqctl add_user "username" "password"

HasHauntb npaBa 00CTyMa NoJib30BaTeJslio:

sudo rabbitmgctl set_permissions -p "/" "username" ", *'" ", xnonoxn

4.3 NNHCTpYKUMS no noarotoeke cucteMbl DosGate

4.3.1 YBennuuntb 3HaueHue TimeoutStartSec (Heo6a3aTenbHO)



Ecnn koHdurypaums conepxut 6onee 25 npodunent, HeobxogMmMo yBennunTb TaliM-ayT A5
3anycka cepsuca DosGate. Heobxoanmo oTKpbITb dann KoOHbUrypaummn cepeumca:

sudo nano /lib/systemd/system/dosgate.service

YCcTaHOBUTb 3HaueHne TimeoutStartSec=600 :

[Unit]

Description=Dosgate anti-ddos controller
After=network.target
ConditionPathExists=/etc/dosgate.conf

[Service]

Type=notify
ExecStart=dosgate -f -1 crit
RuntimeDirectory=dosgate
StateDirectory=dosgate
TimeoutStartSec=600

[Install]
WantedBy=multi-user.target

CoXpaHWTb M3MeHeHWS 1 3aKpbITb dainn.

4.3.2 HacTpoutb KOHPUrypaumoHHbin painn dosgate.conf

MposepuTb, UTO B dhanne /etc/dosgate.conf HacTpoeH napameTp FAPLsocket ans
B3aumMoencTens Beb-nHtepderica:

- url: /run/dosgate/fapi.socket
user: www-data
group: www-data
mode: 0660
acl: any
type: FCGI
timeout:
send: 120
idle: 120

4.3.3 o6aBneHue cepsuca rnposepku npas FAPl.socket



YcTtaHoBUTbL npasa Ansa FAPI-cokeTa:

chmod 660 /run/dosgate/fapi.socket

Mepe3sanycTuTb cnyby DosGate, BbINONHMB KOMaHAy:

sudo service dosgate restart

Co3paTb HOBbI CEPBUC:

sudo nano /etc/systemd/system/fix_fapi.service

BcTaBuTh criefytoLLyto KOHGUrypaumnio B CoO3aaHHbIn dann:

[Unit]
Description=Run fix fapi-socket at startup after all systemd services
After=default.target

[Service]

Type=simple

RemainAfterExit=yes

ExecStart=chmod 660 /run/dosgate/fapi.socket
TimeoutStartSec=0

[Install]
WantedBy=default.target

CoxpaHuTb daiin, akTBUPOBATL 1 3aNyCTUTb CEPBUC:

systemctl enable --now /etc/systemd/system/fix_fapi.service

4.3.4 3aBegeHne SSH-nonb3oBarens

[Na CUHXPOHM3aLMN N AONONHUTENbHbIX MPOBEPOK, Beb-uHTepdenc coegnHaeTcs no SSH ¢
KaXkgon cuctemon-dosgate



Ybeputecb 4TO Ha KaXkaonm cncteme-dosgate eCTb HAaCTPOEHHbIN SSH-Nonb3oBaTeNb ¢
[OoCTynomMm K sudo .

Co3patb HOBOIO NOJ1b30BaTeNA:

sudo adduser dosgate-web

[lo6aBnTb Nonb3oBaTens B rpynmny sudo:

sudo usermod -aG sudo dosgate-web

Y6enuTbCs, 4TO dBTOpuM3aunad no SSH yepes naposib paspelleHa AJid 3TOro rnoJsib3oBaTtens.

4.3.5 Hactpouka NGINX

Ecnu Graphite yctaHoBneH yepes Docker, BaKHO y4nTbiBaTb HEKOTOPblE 0COBEHHOCTY
HaCTPOWMKM NOPTOB 1 KOHbUIypauun.

Mo ymonyaHwuto, Graphite, 3anyLieHHbIn Yepe3 Docker, paboTtaeT Ha nopTy 8080 1 He
3aencTByeT OCHOBHOW cepBep nginx. OgHaKo, ecnn Ha NnaTtpopme nmeroTca apyrme
KOHPUrypaumm nginx, KOTopble NCNosb3ytoT NopTbl 80 nnun 443, 3TO MOXET NPUBECTU K
KOHPNMKTaM.

Ecnu Graphite 3anyLieH Ha To ke annapaTtHon nnatdopme, Heobxoanmo ybeanTbes, YTo
noptbl 80 1 443 cBO6OAHbLI UNN HE NCMONb3YTCA APYrMY cepBrucamMn. YTobbl NpoBepuTb
TekyLyto KoHburypaumio Graphite, BbINOAHUTL cnegytoLime waru:

OTkponTb pann KoHdUrypaumm nginx ana Graphite, ncnonb3ys kKomaHay:

sudo nano /etc/nginx/sites-available/graphite

Ecnn yctaHosneH 80 nnn 443 nopt, nsmeHnTb Ha 8080 :

listen 8080 default_server;
listen [::]:8080 default_server;



NMpumeyaHue
Ecnu B cucteme ucnons3yetcsa Grafana, o6HOBUTE HAaCTPOMKN NCTOYHUKA AAHHbIX.

O6HOBUTb cancTemy, NCnonb3yda KOMaHObl:

sudo apt update

sudo apt upgrade

YctaHoBUTb NGINX:

sudo apt install nginx=1.26.2-1~jammy-servicepipe-20241111.162950.UTC

Yoanntb cTaHAapTHY0 KoHburypaumio NGINX:

sudo rm /etc/nginx/sites-available/default /etc/nginx/sites-enabled/default

Co3patb pann koHdurypaumn ans FAPL:

sudo nano /etc/nginx/sites-available/fapi.conf

BcTaBUTb crefyoLLyto KOHOUIypaLmio:

server {
listen 80 default_server;
listen [::]:80 default_server;

server_name REPLACE_ON_DOMAIN_OR_IP;
root /var/www/html;
index index.php;

location /fapi {
include fastcgi_params;
fastcgi_pass unix:/run/dosgate/fapi.socket;

3

location /broker {



rewrite A/broker(.*)$ $1 break;

proxy_pass http://localhost:3335;

proxy_http_version 1.1;

proxy_set_header Upgrade $http_upgrade;

proxy_set_header Connection 'upgrade';

proxy_set_header Host $host;

proxy_set_header X-Real-IP $remote_addr;

proxy_set_header X-Forwarded-Proto $scheme;

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_cache_bypass $http_upgrade;

MpumeyaHue
3amMeHnTb server_name REPLACE_ON_DOMAIN_OR_IP Ha gomeH mnnu IP-agpec!

Co34aTb CCbIIKY:

sudo 1n -s /etc/nginx/sites-available/fapi.conf /etc/nginx/sites-enabled

MNepesanyctntb NGINX:

sudo systemctl restart nginx

4.3.6 HacTponka cetu

Y6eputecn, 4Uto Beb-uHTEpdernc nmeeT CBA3aHHOCTb A0 KaXAon cnctembl-dosgate.

4.4 NHCTPYKUUA NO YcTaHOBKe Be6-uHTepdenca u
6pokepa CUHXpPOHU3aLuun

YCTaHOBUTb NakeTbl Be6-nHTepderica n 6pokepa CUHXPOHM3aLMK:

sudo apt install sp-spider sp-spider-broker



4.41 HacTpoiika Be6-nHTepdeica

B 3aBMCMMOCTIM OT YCNOBUIN YCTAHOBKN HEOH6XOANMMO O6HOBUTL aBTOPM3aLLMOHHbIE AaHHble,
nopTbl 6a3bl AaHHBIX 1 Apyrvie napameTpsbl B .env-darne. CHayasna BbIMOMHAETCS HaCcTpoKiKa
Beb-nHTepdelica, 3atem — 6pokepa.

OTKpbITb AN pepakTnposaHus dann /opt/sp-spider/.env:

sudo nano /opt/sp-spider/.env

BHecTn nsmeHeHus B gpaiin B COOTBETCTBUN C Ballel KOHUIypaume:

NODE_ENV=production

VITE_APP_PORT=3333 # [lopT Beb6-uHTEpPYerica
HTTP_TIMEOUT=10000 # TakimayT HTTP-3arpocoB, MC
IS_PRIMARY=true # OnpegesnaeT, ABAETCA /v

MHTepPeric OCHOBHbIM, HE3aBUCHMMO OT Ha/au4us pe3epBUpOBaHUS

APP_SECRET=salt_salt_salt # CeKpeTHbI K/wY A4
X3WnpoBaHusa naposiesi. He MeHsAVWTe focse nepBoro 3arnycka

# [apameTpbl NMogk/mw4eHns K PostgreSQL
DB_HOST="localhost"

DB_PORT="5432"
DB_USER="YOUR_DB_USER"
DB_DATABASE="YOUR_DB_NAME"
DB_PASSWORD="YOUR_DB_PASSWORD"
PostgreSQL

Agpec cepBepa PostgreSQL
MopT PostgreSQL

Umsa nosnb3oBaTesia PostgreSQL
Ums 6a3bl gaHHbIX PostgreSQL
laposib nosib30BaTesisa

H O K * K

# [MapameTpbl RabbitMQ gn15 CMHXpOHU3aLMu M bpokepa

RMQ_ENABLE="true" # BksiodaeT RabbitMQ
RMQ_URL="amqp://USER:PASSWORD@localhost:5672" # URL nogk/wdyeHusi K RabbitMQ c
YYETHLIMU  fAHHLIMU

RMQ_RECONNECT_INTERVAL="5000" # WHTepBas nepernogkindyeHns K
RabbitMQ, wmc

# MapaveTpbl ayTeHTudunkauymm 4Hepes LDAP
LDAP_ENABLED=true BkmwoyaeT uHTerpauyuio ¢ LDAP
LDAP_URL="1dap://1ldap.example.local:389" Agpec LDAP-cepBepa
LDAP_DN="dc=company, dc=local" ba3osbiti DN KaTasiora
LDAP_GROUP_CN="users" # CN rpynrel rnosib3oBartesiel
LDAP_SERVICE_ACCOUNT_DN="uid=user1, ou=people, dc=company, dc=local" # DN
CEepBUCHOWV YYETHOM 3anucu

LDAP_SERVICE_ACCOUNT_PASSWORD="YOUR_LDAP_PASSWORD" # [laposib
CepBUCHOWV YYETHOM 3anucu

H R K

# [lapameTpbl rnogk/aw4eHusa rno LDAPS
LDAP_CERT="" # [yTb Kk CA-cepTugukaty npu



ucrnosb3oBaHun LDAPS

# lMapameTpbl ayTeHTupukaumm 4epe3 TACACS
TAC_ENABLED=true
TAC_HOST="YOUR_TACACS_HOST"

TAC_PORT="49"

TAC_SECRET="your_secret_key"
TAC_GROUP_NAME="group_admin, group_operator"
TAC_SERVICE_NAME="spider"

BkmoyaeT uHTerpauyuvio ¢ TACACS
Agpec TACACS cepBepa

Mopt TACACS

CeKkpeTHbli ko4 TACACS

[pynnbl gocTyna

Wms cepsuca

HOH K KR R W

# [lapameTpsbl rnogkawdeHns K ClickHouse
CLICKHOUSE_USER=default
CLICKHOUSE_PASSWORD=password
CLICKHOUSE_DB=default
CLICKHOUSE_HO0ST=127.0.0.1
CLICKHOUSE_PORT=8123

Monb3oBatesb ClickHouse
Maposnb ClickHouse

baza pgaHHbix ClickHouse
Agpec ClickHouse

Mopt ClickHouse

H O K R K

MpumeyaHue
Ncnonb3oBatb AMQPS npu HeobxogumocTu.

Ecnu Tpebyetcs nopngepxka TLS 3ameHuTe

RMQ_URL="amqp://USER:PASSWORD@localhost:5672"

Ha

RMQ_URL="amgps://USER:PASSWORD@localhost:5672"

4.4.2 HacTpoika 6pokepa

OTKpbITb AN pepaktnposaHus gann /opt/sp-spider-broker/.env:

sudo nano /opt/sp-spider-broker/.env

BHecTn nsmeHeHus B gpaiin B COOTBETCTBUM C Ballell KoOHUrypaume:


https://www.rabbitmq.com/ssl.html

APP_PORT=3335 # [lopT, Ha KOTOpPOM 3arycTuTCA CepBUC

# Kmod n3 .env Beb-uHTeperica
APP_SECRET="YOUR_APP_SECRET"
rPU1I0XeHns

# MapameTpsl oT PostgreSQL u3 .env Beb-uHTeperica
DB_HOST="localhost"

PostgreSQL

DB_PORT="5432"

DB_USER="YOUR_DB_USER"

PostgreSQL

DB_DATABASE="YOUR_DB_NAME"

PostgreSQL

DB_PASSWORD="YOUR_DB_PASSWORD"

nosib3oBaTtesia PostgreSQL

# lMapameTpbl RabbitMQ mn3 .env Beb-uHTepperica
RMQ_URL="amqgp://USER:PASSWORD@localhost:5672"
RabbitMQ

RMQ_RECONNECT_INTERVAL="5000"

nepenogkawnyeHnss K RabbitMQ, mc

# [lyTb K nanke c noiantukamy DosGate UH.
POLICY_PATH="/var/lib/dosgate-uh/profiles/"

KoHue cTaButb "/"

# MyTb K KOHQurypauum obpaboTunka oppeHgepos DosGate UH

# CEeKpPETHbI KJ/IY

# Agpec cepBepa

# [opT PostgreSQL
# VM nosib3oBartesia

# UM 6a3bl AaHHbIX

# Maposib

# URL nogK/Iw4YeHUsa K

# WHTepBasn

# 06s13aTe/IbHO B

OFFENDERS_CONF_PATH="/0opt/sp-spider-broker/offenders/offenders.conf"

# [yTb K obbekTam 3aumTthl FlowCollector.
FC_MO_PATH="/opt/spfc/etc/mo/"
KoOHuye ctaButb "/"

# [lyTb K CUM/IMHKaMm Ha 06beKThl 3aumnThl FlowCollector.
FC_MO_SYMLINK_PATH="/opt/spfc/etc/mo.enabled/"
KoHuye crtaButb "/"

# [yTb K 0obbeKkTamM ob6y4yeHuss Treshold Learner.
FC_LEARNER_PATH="/opt/spfc/etc/learner/"
KoHue cTaButb "/"

# MyTb K CUM/IMHKaM Ha 06beKTbl 0b6y4eHuss Treshold Learner.
FC_LEARNER_SYMLINK_PATH="/opt/spfc/etc/learner.enabled/"

KoHue cTaButb "/

# MyTb K KOHQurypaumm aHainsatopa FlowCollector.
FC_ANALYZER_CONF_PATH="/opt/spfc/etc/analyzer.yaml"

# [lyTb K 6uHapHOMy @aisy aHaaunlaTtopa
FC_ANALYZER_BINARY_PATH="/opt/spfc/bin/analyzer"

# MyTb K KOH¢urypaumm DosGate UH

# 06s3aTe/IbHO B

# 06s13aTe/IbHO B

# 06s13aT€/IbHO B

# 06s13aT€/IbHO B



DGUH_CONF="/etc/dosgate-uh.conf"

# [lyTb K CcHanwotam gamrnoB DosGate UH
DGUH_SNAPSHOTS="/var/cache/dosgate-uh-snapshots"

# [lapameTpbl GeoIP
MMDB_PATH="/etc/dosgate/GeoLite2-Country.mmdb"

gany
MMDB_DEFAULT_PATH="/usr/share/dosgate/GeoLite2-Country.mmdb"
AepontHomy mmdb ¢aniny

# lMapameTpsl R1og
RLOG_RULES_PATH="/var/1ib/rlog/rules/"
06paboTkn syslog

RLOG_DUMP_PATH= "/var/1lib/rlog/dumps/"
Rlog

RLOG_URL= "http://127.0.0.1:3003"

# [lapameTpbl BGP
GOBGP_GRPC_SERVER="GOBGP_HOST : PORT"
cepBepa GoBGP

# MyTb K @gavny co crnuckamu rnpasusi FlowSpec
FLOWSPEC_CONF_PATH="/opt/spfc/etc/"

# [lapameTpbl CUHXPOHU3aLUN
UPDATE_CONFIG_INTERVAL_SECONDS=10
O06HOBJ/IEHUSI KOHQUIrypaumu, c
SPIDER_URL="http://SPIDER_HOST:3333"
Spider

# [apameTpsbl rnogkawdeHns K ClickHouse
CLICKHOUSE_USER=default

ClickHouse
CLICKHOUSE_PASSWORD=password
ClickHouse

CLICKHOUSE_DB=default

ClickHouse

CLICKHOUSE_HOST=127.0.0.1
CLICKHOUSE_PORT=8123

4.4.3 Co3paHue cepBuca

Ons Be6-uHTepdeiica:

OtpepaktuposaTb dann /usr/lib/systemd/system/sp-spider.service:

MyTb Kk mmdb-

nyTb K

lyTb K npasuiam
lyTb K gamrnam

URL cepBuca Rlog

Agpec gRPC-

WHTepBasn

URL wuHTepgervica

lMosib30BaTesib
Maposb
basza pgaHHbIX

Agpec ClickHouse
Mopt ClickHouse



sudo nano /usr/lib/systemd/system/sp-spider.service

[Jo6aBnTb cneayoLLyo KOHGUrypaumio:

[Unit]
Description=SP Spider

[Service]
ExecStart=/usr/bin/node /opt/sp-spider/server/main.js
WorkingDirectory=/opt/sp-spider

Restart=always

[Install]
WantedBy=multi-user.target

Onsa 6pokepa:
OtpepaktuposaTb danin /usr/lib/systemd/system/sp-spider-broker.service:

sudo nano /usr/lib/systemd/system/sp-spider-broker.service

[06aBUTb CliefytoLLyto KOHPUIYpaLMIO:

[Unit]
Description=SP Spider Broker

[Service]
ExecStart=/opt/sp-spider-broker/sp-spider-broker
WorkingDirectory=/opt/sp-spider-broker
Restart=always

[Install]
WantedBy=multi-user.target

AKTVIBI/IpOBaTb N 3anyCTUTb CepPBUCHI:

sudo systemctl enable --now sp-spider sp-spider-broker



npOBepI/ITb CTaTyC BCEX KOMIMOHEHTOB!

sudo systemctl status sp-spider

sudo systemctl status sp-spider-broker

sudo systemctl status rabbitmg-server

sudo systemctl status postgresql

sudo systemctl status nginx

5. lepBbit BXO4 B CUCTEMY

Ansa Bxoda B Beb-nHTepdeinc DosGate cnefyet BBeCTV B afjpecHON cTpoke bpaysepa IP-
ajpec v nopT no WwabnoHy: ip:port . YkasaTb NOPT, yKa3aHHbIN B NepemMeHHOM
VITE_APP_PORT d¢ainna /opt/sp-spider/.env B pasgene 4.4.1 Hactponka seb-nHtepdernca

MosiBMTCSH OKHO aBTOPU3aLMK (CM. PUCYHOK HUXKe). B OKHe aBTopmu3aumn cnegyeT yKa3aTb
cnepyoLme NorMH 1 Naposb No ymondaHuio: superadmin/superadmin



[LlocrediT — NpoAyKT Cepaucnaiin

OKHO aemopu3ayuu npu 8xode 8 cucmemy

MNMocne aBTOpM3aunm NOABUTCSA yBegomeHne "PaboTa ¢ nHTeppencom HeBO3MOXHA" (CM.
PUCYHOK HUXe). 9TO CBA3aHO C TeM, YTO B AAHHbI MOMEHT HEeT HaCTPOEHHOW HOAbI.

Pa6oTa c nHTepdencom

HEBO3MO>XHa

HaxkaTb KHOMHKY "HacTponkun". OTKpoeTcs OKHO HacTpPoeK (CM. PUCYHOK HIDKeE).




S superadmin

BbibpaTb MeHIo "Hofbl" - HaXkaTb Ha KHOMKY Aob6aBneHns HOBOW HOAbl. B OTKPbIBLLUMMS OKHe
Heobxoamnmo 3anonHuTb "Collectd host". Heobxognmo ncnonb3oBatb hostname, KOTopbIi

nponucaH B KOH$UrypaunoHHom darne dosgate.conf B 6noke collectd. HaxxaTb Ha KHOMKY
"lMopkntoyeHne".



S superadmin

On.cuctema Ubuntu 18+

Moagyvnb DosGate

Collectd dosgate

Collectd HazeaHue

HW Bypass OTknw4eHo >

NogknoyeHwe

B oTKpbIBLLUEMCS OKHe yKa3aTb SSH-AaHHble ANA NOAKII0YEeHUS K YCTaHOBIEHHOM HoAe
Dosgate (IP-agpec, nornH, naposnb). HaxxaTb Ha KHOMKy "MpoBepuTb", 4TO6bLI NPOBEPUTH
nopknoyeHve. Ecnn gaHHble BBeAeHbI NPaBUIbHO U HOAA AOCTYMNHA, CTaTyC USMEHUTCA Ha
"OocTynHa". Nocne 3Toro Ha)kaTb KHOMKY "lMpnMeHnTL".



S superadmin DK RLOG &3 C6pocuTb OLIMBKK

MogknoueHue

/broker

API Auto-rule

SSH

127.0.01

JoruH dosgate-web

MpoeepuTb

B oTKpbiBLUEMCS OKHe HaxaTb "[obaBuTb Hoay".



S superadmin

Ubuntu 18+
DosGaie w
dosgate-srvi

dosgate-uh-srvi

[o6aBUTh HOAY

[nsa otobpaxeHnsa rpadurKoB 1 CTaTUCTUKM HeoBXoAMMO yKa3aTb CCblKy Ha Graphite.
Mepengute B pasgen "OkpyxeHune". B pa3gene DosGate ykasatb "Graphite URL" n "ApeHa no-
ymMon4yaHuo". HasBaHue apeHbl JONXHO COOTBETCTBOBATb 3HAaYEHMIO, YKa3aHHOMY B
KOHpUrypaunoHHoM darine dosgate.conf ans Bcex Hof Knactepa.



S superadmin

DosGate

http:#127.0.01:6088

OKpy>eHue

first

HaxkaTb Ha cBoli Npodusib B JIEBOM BEPXHEM YI/ly 3KpaHa, YTOObl OTKPbITb HACTPOMNKM
npo¢uns. YCTaHOBUTb HOBbI Naposib.



S superadmin Mo npodunb

PycckHi s

Beb-nHTepdeic rotos K NCMOSIb30BaHMIO.

MakeTbl Mepnoa,

first

dosgate-srvi-first - bits/s P
® dgstats-ermor

O6wan cratucTHka. ® dgstats-pass
® dgstats-pass_un
® dgstats-reply

dgstats-transmit

dgstats-drop

® dgstats-error

® dgstats-pass

® dgstats-pass_un

® dgstats-reply
dgstats-transmit

dosgate-srvi-first - packets/s

dosgate-srvi-output - bits/s TR
[y ——

® dgstats-pass

® dgstats-pass_uh

® dgstats-reply
dgstats-transmit




